Abstract: Advanced metering infrastructure (AMI), one of the prime components of the smart grid, has many benefits like demand response and load management. Electricity theft, a key concern in AMI security since smart meters used in AMI are vulnerable to cyber attacks, causes millions of dollar in financial losses to utilities every year. In light of this problem, the authors propose an entropy-based electricity theft detection scheme to detect electricity theft by tracking the dynamics of consumption variations of the consumers. Relative entropy is used to compute the distance between probability distributions obtained from consumption variations. When electricity theft attacks are launched against AMI, the probability distribution of consumption variations deviates from historical consumption, thus leading to a larger relative entropy. The proposed method is tested on different attack scenarios using real smart-meter data. The results show that the proposed method detects electricity theft attacks with high detection probability.
Introduction
The power grid has become an essential part in the present-day society. People's day-to-day life will be affected dramatically without a reliable and stable power grid [1] . Six hundred million people (about 9% of world population) have been affected in July 2012, Indian Blackout and 20 of India's 29 states were hit by power cut [2, 3] . Traditional electric grid is not suitable for today's power requirements [4] . Nowadays, nations have been modernising their existing power system into smart grid due to the evolution of information system and communication technology. Some important features of smart grid are two-way energy transmission and data communication, high reliability, improved efficiency, realtime demand response, and security. Within smart grid, one of the prime technologies being used currently is the advanced metering infrastructure (AMI).
AMI is an integration of multiple technologies such as smart metering, home area networks, integrated communications, data management applications, and standardise software interface. AMI gives consumers the information they need to make intelligent decisions, the ability to execute those decisions, and a variety of choices leading to substantial benefits that they do not currently enjoy [5] . In AMI, system operators are able to greatly improve consumer services by refining utility operating and asset management process based on AMI data. AMI offers an essential link between the grid, consumers, and their loads, and generation and storage resources. In AMI, there is no need to send a person to read electricity consumption readings on site and consumers can also monitor energy consumption remotely and do some customised control. AMI has the ability to send information to consumers about their energy use and dynamic electricity pricing. In AMI, electricity metering system has been modernised by replacing the mechanical meters by smart meters. AMI provides benefit to both consumers and utilities. Consumer benefits include more choices about price and service, and more information to manage consumption, cost, and other decisions. AMI provides benefit to utility in billing and operations.
Smart meters are low-cost computer intelligence devices that have limited resources and several years operational lifetime. The smart meters would have some minimum basic features such as measurement of electrical energy parameters, bidirectional communication, tamper event detection, recording and reporting, integrated load limiting switch/relay, power event alarms such as loss of supply, low/high voltage, remote firmware upgrade, net metering features, and on demand reading. While some security mechanism has been developed for cyber threats in smart meters, they are not sufficient to prevent attacks [6, 7] . Strong security mechanism cannot be implemented in these devices due to resource limitations. The cost of meters may increase due to the addition of extra hardware to implement strong security mechanism. Among all the cyber attacks in AMI, the study of electricity theft is important in both developed and developing countries. Commercial loss due to electricity theft in US was about $6 billion/year [8] . Electricity theft in India causes $17 billion/year revenue loss [9] . A world bank report highlights that the amount of electricity involved in non-technical losses are ∼50% in developing countries [10] . A good electricity theft detection system in modern smart grid is needed to detect electricity theft attacks efficiently.
Traditionally, electricity theft has been detected by physically checking tamper-evident seals, but adversary can easily defeat tamper-evident seal. In AMI, high-resolution meter data is collected and this data can be used in electricity theft detection. Electricity consumption data of smart meter is sent to a control centre at predefined small time intervals. One key feature of AMI is that the transferred data is highly predictable. It is easy to find out the statistical properties for each consumer's consumption pattern. Predictability of AMI data makes this system different from traditional information technology system. Different electricity theft detection schemes have been proposed in literature. These detection schemes are broadly categorised into three classes: (i) state, (ii) game theory, and (iii) classification based. In state-based methods, Lo and Ansari [11] proposed a CONSUMER attack model to improve network observability and detection accuracy by grid sensor placement algorithm. McLaughlin et al. [12] propose AMI intrusion detection system that uses information fusion to combine the sensors and consumption data from a smart meter for more accurate energy theft detection. In [13] , a mutual inspection strategy is proposed to discover problematic meters that report malicious consumption readings. Khoo and Cheng [14] propose a system that implements RFID technology to prevent electricity theft. In all of the above state-based detection methods, certain devices, like radiofrequency identification tags and wireless sensors are used for higher detection probability at a cost of extra investment.
Game theory-based methods are also discussed in literature for electricity theft detection. Amin et al. [15] 1 utility company to combat non-technical losses, when company is subject to tariff regulation. They proposed that regulators should incorporate explicit targets for permissible losses to solve the problem of incentive misalignment. In [16] , the problem of electricity theft detection is discussed as a game between the electricity thief and the electricity utility. Yet, in game theory-based methods, formulation of utility function for all the players is a challenging task.
Different classification-based methods have also been studied in literature. Machine learning schemes are used to train a classifier using sample database. Abnormal patterns are recognised by a trained classifier. In [17] , C-means-based fuzzy clustering algorithm is proposed to detect defect measurement. Salinas et al. [18] propose distributed algorithms to solve linear equations for users' honesty coefficients. Authors utilise peer-to-peer computing to identify the dishonest consumers in the system. In [19] , a neural network model is implemented and an encoding technique is proposed to identify malicious users. Depuru et al. [20] discuss the problems underlying detection of electricity theft using support vector machine (SVM). Jokar et al. [21] present consumption pattern-based theft detection scheme using multi-class SVM. In [22] , tree-based threat model is presented to explain the energy theft in AMI. Mashima and Cárdenas [23] present threat model to detect energy theft and use real data from an AMI system to validate proposed method. There are many limitations of classification-based methods. Primary issue with these methods is data imbalance. Due to this, the benign and malicious samples are not in the same range. Benign samples are obtained from historical dataset but malicious samples (theft samples) hardly exist for a specific customer. Unavailability of dataset of malicious samples limits the detection rate (DR). Second, these schemes are vulnerable to contamination attacks. Adversary may granularly change data and pollute the dataset and it results to deceive the learning process to consider a malicious data as a normal data. There are many non-malicious reasons that can alter electricity consumption such as change of appliances, change of season, change of residents, and so on. These factors result to high false positive rate (FPR).
In this paper, we propose an entropy-based electricity theft detector (EBETD) to detect electricity theft in AMI. The main idea of the proposed scheme is to track the electricity consumption dynamics by computing the distance indices between adjoining time steps. Relative entropy (Kullback-Leibler distance) [24] is used to compute distance indices. The relative entropy is a measure of the distance between two probability distributions. In this paper, we show that if the relative entropy is more than the threshold value, there is a high probability of electricity theft attack against the AMI. The threshold value is decided on the basis of historical electricity consumption measurements. We test the performance of EBETD with real data of 5000 consumers [25] . The proposed EBETD method detects electricity theft attack with high probability of detection as compared to previously reported results.
The rest of the paper is organised as follows. In Section 2, we discuss network model and threat model. Section 3 presents proposed methodology to detect electricity theft attacks. Case study is given in Section 4. Section 5 presents results and discussion. Section 6 concludes this paper. Fig. 1 shows the network model for AMI. We consider N smart meters, each meter conveying its consumption readings to a control centre. Control centre sends the final aggregate data to external entities such as a third-party service providers or grid managers. Control centre is responsible to check whether the measurements coming from the meters is benign or malicious. Therefore, all security measures are taken at the control centre.
Network model and threat model

Network model
Threat model
The goal of the adversary is to launch electricity theft attack by compromising smart meters and sending malicious readings to the control centre. The objective of electricity theft is to get financial benefit by paying less than the actual value for the consumed electricity. There are different techniques for electricity theft that an adversary may attempt against AMI. Electricity theft techniques [12] are classified into three categories: (i) physical attacks, (ii) cyber attacks, and (iii) data attacks. Attack in the third category is made possible through categories first and second. The abovementioned attacks are discussed briefly below:
Meter tampering is one type of physical attack to hinder actual recording of electricity consumption. This may be done by a strong magnet to cause interference with the instruments. Reversing or disconnecting the meters, bypassing the meters to remove loads from measurements are some other type of physical attacks.
(ii) Cyber attacks: Examples of cyber attacks include compromising smart meters through remote network exploits, modifying the firmware or storage on meters, intercepting communications, and interrupting measurements. Cyber attacks can be carried out within the meter or over the communication link between the meter and the utility company. (iii) Data attacks: Data attacks include targeting the electricity consumption readings and are done through cyber attacks and physical attacks.
Electricity theft techniques mentioned above are discussed in detail in [12] . Electricity consumers are primary attackers to carry out electricity thefts. The second type of attackers are professional hackers who use software and hardware gadgets to compromise meters. The third type of attackers is utility company insiders.
AMI systems transfer electricity consumption data to the utility at small time intervals (every 30 min or less). This time interval may change between distinct AMI deployments. This granular electricity consumption data can be used to improve theft detection mechanism of the system. The metering data is a time series x 1 , x 2 , …, where x i is the electricity consumption of the consumer from time interval between measurement x i − 1 to x i . A malicious time series y^1, ŷ 2 , …, is generated by the adversary. The objective for the adversary is to generate a time series y^i that will reduce its electricity bill subject to the constraint that the control centre will not raise a flag with y^i.
Proposed methodology
The proposed method detects electricity theft attacks by tracking the dynamics of the consumption data. Relative entropy is used to quantify the consumption variation.
Relative entropy
It is the expectation of the logarithmic of the likelihood ratio. Let p(x) and q(x) be two probability mass functions of a discrete random variable x, then relative entropy is a measure of the distance between two probability mass functions. For any x in X, p(x) > 0 and q(x) > 0 and both p(x) and q(x) sum up to 1. The relative entropy [24] (also called Kullback-Leibler distance) between two probability mass functions is defined as 
In the above definition, we use the convention that 0log(0/0) = 0, 0log(0/q) = 0, and plog(p/0) = ∞. The Kullback-Leibler distance, or simply, the KL distance, of q(x) from p(x) is a measure of the information lost when q(x) is used to approximate p(x). The relative entropy is always non-negative, D(p ∥ q) ≥ 0, and having zero value if and only if p = q. It does not obey triangle inequality and is not symmetric,
The concept of relative entropy was developed in information theory. It has been commonly used in the data mining literature. In this paper, we use the relative entropy to detect electricity theft in AMI.
The adversary sends malicious electricity consumption readings to the control centre by compromising any individual smart meter with the objective to reduce the electricity bill. The proposed method detects electricity theft attacks using dynamics of electricity consumption data. To quantify electricity consumption variation, the relative entropy D(p ∥ q) is used where q represents the distribution of electricity consumption variation from the historical data and p represents the distribution of electricity consumption variation for current and previous time step.
When there is no electricity theft attack against the AMI, the relative entropy D(p ∥ q) would be relatively small. When compromised data is sent to the AMI, the relative entropy D(p ∥ q) will increase. Relative entropy D(p ∥ q) for the current time step is compared with predefined threshold value which is determined by relative entropy calculated from historical electricity consumption variation, and if the relative entropy is more than predefined threshold value, control centre concludes that attack has been launched by adversary. An appropriate action is taken when electricity theft attack is detected by the control centre.
Case study
In our test, we have used smart-meter electricity consumption data from the Irish Social Science Data Archive [25] . The commission for energy regulation, Ireland (CER) and Sustainable Energy Authority of Ireland (SEAI) initiated the smart-metering project with the purpose of undertaking trials to assess the performance of smart meters and their impact on consumers energy consumption. The smart-metering electricity customer behaviour trials took place during 2009 and 2010 with over 5000 Irish homes and businesses participating. Residential and business customers, who participated in the trials had an electricity smart meter installed in their homes/ premises and agreed to take part in research to help in establishing how smart metering can help in shaping energy usage behaviours across a different type of home sizes, lifestyles, and demographics [25] .
In this database, there is a file for each consumer containing half hourly metering data over a period of 535 days. Each file for each consumer consists of 535 vectors and each vector having 48 components. For a benign dataset, sample vector x includes [x 1 , x 2 , …, x 48 ] components. For every 30 min time step, the meter sends consumption reading (in Watt) to the control centre.
In the proposed method, we consider the difference between two consecutive measurements. The measurement sent to the control centre by smart meter at time i is x i . The measurement variation is determined as (x i − x i − 1 ). In case study, we consider N = 1000 (number of smart meters). Histogram of measurement variation of N meters from July 2009 to July 2010 is shown in Fig. 2a . This historical measurement variation data includes all consecutive measurement variations of N meters. From Fig. 2a , it is clear that majority of measurement variations are small and close to zero.
When there are no electricity theft attacks, probabilistic distributions of electricity consumption readings are quite similar between different months. Fig. 2b shows the histogram of measurement variation of N meters for August 2010 with no electricity theft attacks. When there is an electricity theft attack against AMI, the histogram of consumption variation is different. The mean and standard deviation of measurement variations has been changed due to attacks. When the adversary launches electricity theft attack, malicious measurement y^i is send to control centre at time i. Histogram of measurement variation (y^i − x i − 1 ) of N meters for September 2010 is shown in Fig. 2c. 
Relative entropy-based detection
In our proposed method, we use relative entropy D(p ∥ q) to quantify the dissimilarity between two distributions. Distribution q is found out from the histogram of the historical data of electricity consumption variations from July 2009 to July 2010 as shown in Fig. 2a . We make an assumption that the historical dataset is benign. The consumption data of the month of August 2010 is considered to be true and the threshold value is computed using this data. We have taken electricity theft attacks at each time step (every 30 min time interval) for September 2010. To calculate relative entropy, distribution p is derived from Figs. 2b and c which is the histogram of measurement variation for August and September 2010, respectively. Relative entropy D(p ∥ q) is computed based on (1). Fig. 3a is the histogram of relative entropy for August 2010 with no electricity theft attacks. Range of relative entropy is from 0.2112 to 0.4322. Fig. 3b is the histogram of relative entropy for September 2010 with electricity theft attacks. In Fig. 3b , relative entropies of all samples are equal to or greater than 0.4322. Therefore, we conclude that electricity theft attacks will increase relative entropy. The reason is that the relative entropy is a measure of distance between two distributions. Electricity theft attacks will affect the distribution of measurement variation, hence it will increase distance from the distribution of historical measurement variation.
To detect electricity theft attacks, we set a threshold value from the histogram of relative entropy of previous month data (Fig. 3a) . This threshold value is compared with every sample at each time step during runtime. If the runtime relative entropy is larger than the threshold value, it is likely that electricity theft attacks have been launched into the system. Choosing a proper threshold value is a key issue in the proposed method and the detection accuracy depends on this. If we set high threshold value, some electricity theft attacks are not detectable. When the threshold value is set to low, some benign consumption readings may be categorised as malicious readings. In [26] , threshold value is set using historical measurement to detect false data injection attack in AC state estimation. Similarly, in our proposed method, the threshold value is set on the basis of the histogram of historical electricity consumption. The measurement samples of one month prior to the attack (August 2010) are compared with the historical dataset to obtain the threshold value. Relative entropy at each time step is obtained from (1) , and histogram of relative entropy is plotted (Fig. 3a) . We select maximum histogram distance of relative entropy D(p ∥ q) with certain trust level as threshold value where q is derived from Fig. 2a and p is derived from Fig. 2b . For example, the 99% trust level means that threshold value is larger than 99% of the historical consumption readings.
Results and discussion
All the simulations have been done on DELL PC with 3.20 GHz Intel Core i7 processor and 8 GB RAM on Windows 8 Enterprise. Programming has been done on MATLAB R2014b. To check the detection efficiency of our proposed scheme, we used different type of malicious samples. 8 ] are true and malicious consumption data patterns of lth day for any typical smart meter. Different type of attacks [12, 18, 21, 27] for electricity theft are as follows:
i. Attack 1 (A1): In this case, the attacked sample is
In this attack, adversary reverses the order of consumption data of last day and sends it to control centre. ii. Attack 2 (A2): In the second case, the attacked sample is
Here, adversary sends the mean value of previous day to control centre. Attacks A1 and A2 are useful in a scenario where dynamic electricity pricing is used. Utility company may charge high electricity price for peak electricity consumption hours. Total electricity consumption is same in attacks A1 and A2 but consumer can get financial profit. iii. Attack 3 (A3): In the third case, the attacked sample is
where α l = [α l1 , α 12 , …, α l48 ] and α li = random( min i , max i ). In this case, mean value of the previous day's consumption is multiplied by α l and sent to the control centre. iv. Attack 4 (A4): In the fourth case, the attacked sample is
where α l = [α l1 , α 12 , …, α l48 ] and α li = random( min i , max i ). In this attack, all consumption readings for a particular day are multiplied by different randomly selected numbers between ( min i , max i ).
v. Attack 5 (A5):
In the fifth case, the attacked sample is Y^l = αX l (6) where α = random( min , max ). In this attack, all samples for a particular day are multiplied by the same random number.
( min , max ) are used to define the amount of electricity theft.
Daily electricity consumption of a typical consumer is shown in Fig. 4a. Fig. 4b shows the malicious electricity consumption patterns of 24 h under different attacks. Outcome of the three categories of electricity theft techniques discussed in Section 2 is manipulation of the meter readings. All these five type of attacks can be launched using previously discussed electricity theft techniques.
Performance of the proposed method is checked by plotting receiver operating characteristic (ROC) curve [28, 29] . ROC curve shows true positive rate (DR) versus FPR (equivalently sensitivity versus 1−specificity) for different threshold. True positive rate or DR is the proportion of true positives that are correctly identified by the test and specificity is the proportion of true negatives that are correctly identified by the test. 1−specificity is FPR.
Test results
To check the performance of EBETD, samples from July 2009 to July 2010 are used for historical distribution. Samples of August 2010 are used for threshold selection. The data for September 2010 is malicious. We choose min and max equal to 0.2 and 0.8, respectively. In test setup, we have taken number of smart meters N equal to 1000. The key feature in AMI network is that the consumption of all meters follow a certain statistical pattern at any time. In our test, we consider that consumers launch attack in a coordinative manner so that control centre may not detect the attack. Control centre stores measurement data from all consumers and run EBETD algorithm at each time step to check that data coming from all consumers is benign or malicious. Table 1 summarises the test results. From the test results, we can see that EBETD successfully detects attacks with high DR. Attacks A1 and A2 are launched especially in dynamic electricity pricing scenario. The proposed scheme detects attacks A1 and A2 with 81.24 and 98.92% DR, respectively. Attacks A3, A4, and A5 are launched to reduce the electricity bill by sending the malicious consumption readings having value less than the actual consumption readings. The proposed scheme detects attacks A3, A4, and A5 with 77.03, 100, and 94.22% DR, respectively.
We compare the performance of the EBETD algorithm with classification based method like SVM [21] . In SVM, we train the classifier using malicious and benign data samples and employ kmeans clustering algorithm on benign data. For most of the consumers, k = 1 or 2 is obtained from the silhouette plot. In SVM test, training set includes 420 day's benign data samples and 420 day's malicious data samples. Thirty day's data samples of September 2010 are used in testing phase. Fig. 5 shows the performance of EBETD and SVM for different attack scenario. We observe that EBETD provides better performance as compared to the multi-class SVM.
Effect of threshold on performance
Threshold selection is a key issue in the proposed scheme. In [26] , threshold value is set using historical measurement to detect false data injection attack in AC state estimation. Similarly, in our proposed method, the threshold value is set from the histogram of relative entropy (as shown in Fig. 3a) with certain trust level. We check the performance of our proposed scheme for different trust levels. Table 2 shows FPR and DR for different trust levels when the adversary launches A4 attack. From Table 2 , it is clear that if we set a threshold value with low trust level, high DR is achieved with high FPR. The opposite is true for high trust level. For example, DR is 100% and FPR is 23.13% when trust level is 90% but if we set high trust level like 99%, FPR is 2.82% and DR is 100%. In proposed scheme, we select 99% trust level because low FPR is obtained at this value.
Effect of α on performance
In our proposed scheme, parameter α, used in attack formation, depends on min and max values. We check the performance of the proposed scheme for different ( min , max ) pairs under different attack scenario. We considered five different ( min , max ) pairs as (0.1, 0.9), (0.2, 0.8), (0.3, 0.7), (0.4, 0.6), and (0.5, 0.5). For these ( min , max ) pairs, mean value of compromised meter readings is same but having different variances for each pair. Table 3 shows DR for different α when adversary launched attacks A3, A4, and A5. From Table 3 , we observe that the proposed scheme is capable to detect all attacks successfully with high DR for different ( min , max ) pairs. 
Effect of sampling rate on performance
We analysed the effect of sampling rate on performance of the proposed scheme. Sampling rate indicates the amount of information that can be extracted from the users' data. Table 4 shows the result when adversary launches A4 attack. We observe that when the sampling rate is 6 samples/day, DR is 33.51% and for 48 samples/day, DR is 100%. Table 4 shows that as we increase sampling rate, DR increases. In the proposed scheme, we have chosen sampling rate equal to 48 samples/day. We compare the performance of EBETD with SVM for different sampling rates. Fig. 6 shows DR for EBETD and SVM when sampling rate is 6, 12, 24, and 48 samples/day (for A4 attack). From Fig. 6 , we observe that our proposed scheme achieves high DR than SVM.
Conclusion
Electricity theft is a key threat in AMI security. In this paper, we have proposed EBETD, a novel scheme, based on relative entropy to detect energy theft in AMI. EBETD relies on the dynamics of consumption variation of consumers. Under normal scenario with no electricity theft attack, the relative entropy is small. After an electricity theft attack, the relative entropy tends to be larger than a preselected threshold.
We have analysed the performance of proposed scheme under different attack scenarios using real dataset and compared test results with SVM. Test results show that EBETD can detect attacks with high detection probability. It also outperforms SVM-based theft detectors. We have also analysed the effect of the threshold, α, and the sampling rate on detection performance. 
